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1.1 TIoanoe HaumeHoBaHHe CHCTEMBI U €€ YCJI0BHOE 0003HAYEHNE

[lonHoe HamMeHoBaHue: MoAyip YNpaBiI€HUS POJEBOM MOJEIBI0 B paMKax

OpPraHU3alMOHHON CTPYKTYPBI C YUETOM HUEPAPXUH MOTIMHEHHOCTH.

Kpartkoe HanmeHnoBanue: Cucrema.

1.2 OnpeaesieHusi, 0003HAYEHUSA U COKPAILEHUSA

B JOKYMCHTC HCIIOJIb3YIOTCA TCPMHUHBI M COKpAIICHUA, IIPHUBCIACHHBIC B T3.6J'II/IHC

HHIKE.

Tepmun / Coxparienne

Onpenenenue

b/l baza nannbIx

ENC OdunmanbHpii  callT  eAuHOW  HUHQPOPMAIMOHHOM
CUCTEMBI B cepe 3aKyToK

MS Microsoft

Omnepatop 30 Ornepatop JIEKTPOHHOTO JOKYMEHTO000pOoTa

oC OnepanmoHHas cucrema

I1O [Iporpammuoe obecrieueHue

[IK [TopTaTuBHBIN KOMITBIOTED

PaspaboTtka, nopaboTtka

[Ipouecc, moapazymeBaroluii pa3pabOTKy Koja, B
COOTBETCTBMM C  TpeOoBaHuAMHU.  PesynbTaTom
ABJISIETCA MMAKET JOKYMEHTOB M KOJA.

PazpaboTunk AQO «ITanopama»

SMPT Simple Mail Transfer Protocol

Cucrema Monaynp ynpaBieHUsT POJEBOW MOJENBIO B pamMKax
OpPraHU3allMOHHON CTPYKTYpPhl C Y4YE€TOM HepapXuu
NOTYMHEHHOCTH

CYb/J Cucrema ynpasieHus: 6a3aMu JaHHBIX

CXI Cucrema xpaHeHUs JaHHBIX

oo IenTp 00pabOTKU TaHHBIX

2110 DIIEKTPOHHBIN JTIOKyMEHTOO0O0POT, cucrema
ANIEKTPOHHOTO JJOKYMEHTO0O0pOTa

oIl DJIEKTpOHHAs NTOANUCH

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
OpPraHU3aLMOHHON CTPYKTYPBI C Y4ETOM UEPAPXUU ITOJYMHEHHOCTH. 4
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2 Ha3znauyenue n VYCJOBHUA IIPDUMCECHCHUA ITPOIrpaMMHOI0 o0ecrieyeHus

2.1 Ha3HauyeHue NPOrpaMMHOrO odecrevyeHue

MoayJsib ynpaBjieHHSI POJIeBOH MOJEJNbI0 B PaMKaxX OPraHU3alMOHHOI
CTPYKTYPbI C y4eTOM HePAPXUM NOJIYUHEHHOCTH NpPeNyCMAaTpPHBAET CJeaylolIue
eJIN.

[TocTtpocHHe BHYTPEHHEH HEpapXHH TOApa3aeicHu/ hrrnanToB/MHBIX
CTPYKTYPHBIX €IUHUL] 3aKa34UKa,

VYrpasieHue NoJHOMOUYUAMHU 10 paboTe ¢ uHbopMalKel mo JoroBopaM B
COOTBETCTBHHM C POJIEBOM MOJENIBIO U PaBaMU JOCTYTIA;

BusyanbHoe npeacraBieHue CBEICHUM 110 JOTOBOPaM € YYETOM HMEpapXUU
MOJTYMHEHHOCTH, MPAB JOCTYIA U POJIEBOU MOJICIIH.

Moayiab ynpaBjieHHsI POJIeBOMI MOJEJNbI0 B pPaMKax OPraHU3aALMOHHON
CTPYKTYPbI € Y4€TOM HepapXuM NMOAYUHEHHOCTH oOecneynBaeT MHGOPMALMOHHOE
B3aMMO/ICCTBHUE:

Co CIIpaBOYHHUKAMHM 3dKa34YWKa B YadCTHU IIOJIYUYCHMA, O6HOBJI€HI/I$I,
OTO6pa}K€HI/IH OpFaHHSaHHOHHOﬁ CTPYKTYPBI U UCPAPXHUU ITOJUYHMHCHHOCTHU
IMOCPCACTBOM HMHTCTpPALHHU. Cucrema He Tp€6y€T IMOAKJIIOYCHHNA BHCIIHHUX
CUCTCM, HO OOITYCKACT TaKYIO HHTCTPALlUIO.

2.2 YpoBeHb NOATOTOBKH MePCoHAIA

Jlns mratHOM »kcruryatanmuu CUCTeMbl HEOOXOAUMO TMPUBIICUCHHUE CIICTYIOIMINX
rCpyMNI NepcoHana:

O06cayxuBalIIMii MEPCOHA:

AnmunuctpaTtop CUCTEMBI;
Anmunuctpatop 6a3 ganusix (b/1);
CrnenMauct no TEXHUYECKOMY OOCITYKUBAHHUIO.
[Tonp3oBaTenu (M3 uncina agMUHACTPATOPOB CHUCTEMBI) OCYIIECTBISIIOT (PYHKITUU
MOHUTOPHUHTA U MOJAEPKKHU paboThl B Cucteme.

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
OpPraHU3aLMOHHON CTPYKTYPBI C Y4ETOM UEPAPXUU ITOJYMHEHHOCTH. 5
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PexoMeHyemMasi YHCIEHHOCTb NEPCOHAJA sl IKcIiIyaTauuu CucremMbl:

CucteMHbIl aAMUHUCTPATOP — | MITaTHAs €IMHULIA;
AnmuHncTpaTop 0a3 JaHHBIX — | ITaTHAs €UHUIIA,
Crenmanuct o TEXHUYECKOMY 0OCITy’)KMBaHUIO — | IITaTHas eAVHULIA.

CucreMHBbI AAMUHUCTPATOP.

OCHOBHBIMHU 00SI3aHHOCTSIMH CHCTEMHOTO aJMHHHUCTPATOpa SIBJSIIOTCS: YCTAHOBKA,
HACTpOMKa U MOHUTOPHUHT Pab0TOCIIOCOOHOCTH MPOTPAMMHOI0 00ECTIeUeHHUS .

CucteMHbIN aIMUHUCTPATOP JOJIKEH 00J1a/1aTh BHICOKUM YPOBHEM KBATU(PUKALIUU U
MPAKTUUYECKHUM  ONBITOM  BBIIOJIHEHUsT PabOT 1O  YCTAaHOBKE, HACTPOMKE W
aIMUHHUCTPUPOBAHUIO TPOTPAMMHBIX CpPEJICTB, NpUMEHseMblXx B CHcTeme, a TakkKe
JOJKEH UMETh PO ECCUOHAIIbHBIE 3HAHUS U TPAKTUYECKHUI ONBIT B 001aCTH CUCTEMHOTO
agMuHuCTpupoBaHusa. OOs3aTeIbHbl 3HAKOMCTBO M MPAKTUYECKHUM OIBIT YCTAHOBKU H
aIMUHUCTPUPOBAHUSA CEPBEPHBIX OIEPAlMOHHBIX CcUCTeM ceMmelctBa  Windows,
nporpammuoro ooecneuenust Kpumnro Ilpo.

AAMUHHCTPATOP 0a3 JaHHBIX.

Anmunuctpatop 0a3 maHHbIx CHCTEMBI JTOJDKEH 00J7alaTh BBICOKMM YPOBHEM
KBAJIM(PUKALIUY U TPAKTUYECKUM OIBITOM BBIMOJIHEHUSI padOT MO yCTAHOBKE, HACTPOMKE U
aJIMUHHACTPUPOBAHHUIO CUCTEMBI.

OCHOBHBIMH 00513aHHOCTSIMH AIMUHHUCTPATOpPA 0a3 JaHHBIX SABJISAKOTCA:

YCTAHOBKA, MOJCPHM3AIIMs, HACTPOWKA TMapaMeTpPOB IMPOTPAMMHOTO
obecrieuenus cucteM ynpasienus 6azamu gaHabix (CYB/);
onTUMH3alKg (PYHKIIMOHUPOBAHUS MPUKIAIHBIX 0a3 JaHHBIX MOBPEMEHH
OTKJIMKA, CKOPOCTH JOCTyTa K JaHHBIM;
pe3epBHOE KOMMMPOBAHUE M aBAPUIMHOE BOCCTAHOBJICHHE JIAHHBIX;
KOH(HUTypHpOBaHWE M HACTPOWKA MPOrPAMMHO-TEXHUYECKUX CPEICTB
Cucremsl,
pa3paboTka, yripaBiieHue U peanusanus 3hOEKTUBHON MOJUTHUKHU JOCTYIIA K
uH(pOopMaIuu, XpaHsIencs B MPUKIAIHBIX 0a3ax TaHHBIX;
BBOJI M TMOJIEpKaHWE B aKTyaJlbHOM COCTOSIHUM OOIIMX pa3/esioB 0asbl
JTaHHBIX (KJIacCU(PUKATOPOB).

Ponu cuctemMHOro agMHHHCTpaTOpa M aJIMHHHCTpAaTOpa 0a3 JaHHBIX MOTYT OBITH

COBMEIICHBI B OJHY POJIb.

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
OpPraHU3aLMOHHON CTPYKTYPBI C Y4ETOM UEPAPXUU ITOJYMHEHHOCTH. 6
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CrenuajucT 1Mo TEXHUYECKOMY 00CTyKUBAHUIO.

OCHOBHBIMU O0SI3aHHOCTAMH CHELMATUCTA IO TEXHUYECKOMY OOCITYKHUBaHHUIO
SABJISIFOTCSL:

MOJIEpHU3aLUS, HACTPOIIKa 1 MOHUTOPUHT pabOTOCIIOCOOHOCTH KOMILIEKCA
TEXHUYIECKHX CpecTB (cepBepoB, [1K);
KOH(UTYPUPOBAHUE U HACTPOHKA MPOrPaMMHO-TEXHUYECKHUX CPEJICTB;
JUArHOCTUKA THIIOBBIX HEMCIPABHOCTEW;
3amMeHa 0a30BbIX  y370B NepU(PEepUilHBIX  YCTPOMCTB, HUMEIOLINX
OTPaHUYEHHBIA PECYPC;
HACTpOMKa JIOKAIbHOW KOMITBIOTEPHOM ceTH U MIHTepHeTa;
KOHTPOJIb IOCTYIIa K CETEBBIM pPECypcaM;
HACTPOWKa CETEBOI0 OKPYKEHUS.

KBanuduxamus 00Cca1y;KuBaomiero nepcoHasia I0JKHa Mo3BoJIsATh:

HCITONIh30BaTh CTaHJAAPTHBIE BO3MOXKHOCTH TPHMEHSIEMBIX THIIOBBIX
cpeacTB BerunciaurenbHon Texuuku, OC, CYB/I u qpyroro cucrtemuoro 110;
paboTath C apxXuBaTOpamu, JUCKOBBIMH YTHJIUTAMH, AHTHUBUPYCHBIMHU
porpaMMaMi U MPOTpaMMaMiU PE3EPBHOTO KOIMMPOBAHUS;

ONPEENISATh UCTOUHHUK cO0s1 (PYHKITMOHUPOBAHUS U 0TKa3a CUCTEMBI;
BOCCTaHABJIMBAThH pab0TOCTIOCOOHOCTh CHCTEMBI ITOCIe COO0S MM OTKa3a;
MPOBOJIUTh PErJIAMEHTHBIE PabOThl W TEXHUYECKOE OOCITyKHMBaHUE
CucreMsl.

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
OpPraHU3aLMOHHON CTPYKTYPBI C Y4ETOM UEPAPXUU ITOJYMHEHHOCTH. 7
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3 ApPXHUTEKTYPHbIE pelIieHus

3.1 ApxurektypHble peiiennss Cucrembl

Ioab3oBateaaMu CucTeMbl ABJISIOTCH:

I. 3aKka34yuKH, 10TOBOPHI KOTOPBIX UCTIONHAIOTCSA B CHUCTEME;

2. HcnonHuTtenu ¥ TpETbU CTOPOHBI, SBJISIIOLIMECS CTOPOHAMU UCITOJIHSFOIINXCS
IO0TOBOpOB B Cucreme.

3. Omnepatopsl Cuctemsbl (COTPYAHUKUA TEXTOIEPIKKH ).

TexHoJiornyeckasi cxema IpuBe/IcHa Ha pUCYHKeE 1.

¢ L

\\ \\\ \\
Cratuueckue panusie h

Cepsep “hpunomemnn
/ \

******* P o e N

CTaTuyeckue faHHble
(Js, css, html,
KapTUHKK, Npoune dainbl)

Postgre SQL

CYBA,

Pucynok 1 — TexHonoruueckas cxema.
AJroputMm 00padoTKH 3aMPOCOB:

1. [Tonp3oBaTens CucreMbl uepe3 Opay3ep BBOIUT 3amnpoc (OTKPHIBACT
CTpaHUIly, 3arpy>KaeT WK BBITPYKAET TOKYMEHT);
2. CepBep nginx pacrpeaenseT MoydeHHbIE 3apOChl OT TOJIb30BaTEIeH.
a) Ecnu xnuenToMm 3arpeboBanbl ctatudeckue nannsie (JS, CSS, HTML
U Tpoune pecypchl BeO-mpuioxkeHus CHUCTEMBI), TO OOpaiieHue HUAET K
CepBepy CTaTUYECKUX JAHHBIX;

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
OpPraHU3aLMOHHON CTPYKTYPBI C Y4ETOM UEPAPXUU ITOJYMHEHHOCTH. 8
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b) Ecimu knmeHTOM 3aTpeOOBaHbI JAMHAMUYECKHE JaHHBIC, TO Nginx
dbopmMupyeT 3ampoc Ha CBOOOIHBIN cepBep MpriiokeHu CHUCTEMbI, KOTOPBIH,
B CBOIO ouepe/ib, oopamaercs k CYB/I.

c) Hoctyn k CYB]J] mMoXeT OBITh peain30BaH KakK C HCIIOJb30BAHHEM
omHort CYBJI, Tak u ABYX pervivk: perwivka master (read-write) u pervka
read-only. B mpuioxeHun peam3oBaHa MOJJICpkKKa HECKOJIBKHX Connection
string (mis master u slave pasiensHo).

Cucrema cocTOUT M3 CJICAYIOINUX KOMIIOHEHTOB:

Be6-cepgep;
CepBep NpHIIOKEHHI;
Cepsep CYB/;
Kpunrocepsep.
JI1st paboThl aAMUHUCTPATOPOB HCTONB3YI0TCSI APM aamuHucTparopoB CUCTEMBI.
B kauecTBe TexHOJOrM4eckou IuaTopmMbl BeO-cepBepa HCHOIb3YIOTCS MPOIYKT
cemeiictBa Linux (manpumep, CentOS).

3.2 Tlopsinok 3arpy3KH JaHHBIX U IPOrpamMMm

IHopsizok moaroToBkM cepsepa s padoTbl ¢ CHCTEeMOH BK/IKOYaeT ceayIolme
JTaMNbI:

1. Ycranoska OpenJDK. [Topsinok ycTaHOBKH onKcaH B MyHKTE 4.1 HacTOSIIIEro
JIOKYMEHTA,
2. VYcranoBka Tomcat 8. [Topsiiok yCTaHOBKHM ONKUCAH B NYHKTE 4.2 HACTOSIET0
JIOKyMEHTA;
3. YceranoBka CYDB/] PostgreSQL 9.5+. [Topsinok yCTaHOBKM ONMCaH B MIYHKTE
4.3 HacTOSIIEro JOKYMEHTA,
4. YcranoBka u OOHOBIIEHHE TpWIOKEeHHS. [lopsimok yCTaHOBKM OMUCaH B
NyHKTE 4.4 HACTOAIIETO JTOKYMEHTA!
ROOT _org_struktura.zip - ceppepHoe npuiokenne CHCTEMBI;
client_org_struktura.zip - knuenTckoe npuioxeHue CUCTEMBI,
db_org_struktura.zip - npunokeHue A YCTaHOBKW/OOHOBICHMS 0Oa3bl
JTaHHBIX.
5. Hactpoiika npunoxenus. [lopsgok yCTaHOBKM oONUCaH B NOyHKTe 4.5
HACTOSIIIETO JJOKYMEHTA;
6. [TpoBepka 1oCTyIMHOCTH NpuiiokeHHs. [TopsiTOK yCTaHOBKY ONMMCAH B NYHKTE
4.6 HACTOSIIETrO JOKYMEHTA.

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
OpPraHU3aLMOHHON CTPYKTYPBI C Y4ETOM UEPAPXUU ITOJYMHEHHOCTH. 9
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4 YcraHoBKa INporpaMmmMmHOIo od0ecrieyeHus

4.1 YcranoBka nporpaMMHOro ootecnedenusi «MoayJb ynpasiieHHsl POJieBOit
MOJECJIBI0 B PAaMKaxX OPraHM3alMOHHOM CTPYKTYPbI € Y4YeTOM HepapxXuu
NOAYMHEHHOCTH

4.1.1 YcranoBka OIICPALIMOHHOM CUCTEMBI M O6HICCI/ICTGMHI)IX KOMITIOHCHTOB

VYcraHoBKka mporpaMMm M HACTPOMKa ONEpallMOHHOM CUCTEMBI U OOIIECHCTEMHBIX
KOMIIOHEHTOB OCYIIECTBIIAIOTCS CTaHIapTHBIM oOpa3zoM. [Ipu HacTpolike mporpaMMHOTO
oOecrieueHus1, cepBepaM HEOOXOIUMO MPUCBaUBaTh UMeHa, |P-agpeca B COOTBETCTBUU C
HACTOSIIIUM JTOKYMEHTOM.

Hwxe onmcan nmpoiiecc NOArOTOBKHU CEpBEpa K 3aIyCKy NpHiIokeHUs. ONUChIBAETCS
MPOIIECC YCTAaHOBKM NMPHIIOKEHHUs Ha cepBep mojn ympasieHuem OC cemeiictBa Linux
(mampumep, CentOS).

4.1.2 Ycranoska OpenJDK 11

4.1.2.1 Ycranoska OpenJDK 11
Jas yeranoBku OpenJDK 11, BHINOJHUTD:

cd /tmp

wget https://download.java.net/java/GA/jdk11/9/GPL/openjdk-11.0.2_linux-x64_bin.tar.gz
tar xzvf openjdk-11.0.2_linux-x64_bin.tar.gz

sudo mv jdk-11.0.2 /usr/lib/jvm/java-11-openjdk-amd64/

4.1.2.2 Hactpotika Java

Ha onHOM cepBepe MOKET OJTHOBPEMEHHO HAXOAMUTHCS HECKOJIBKO YCTAaHOBOK Java.
Brl moxere BbIOpaTh Bepcuto Java, xotopass OyAeT wucmoib3oBatbess CucTeMO# 10
yMoiuaHuto. [ns storo cymectByeT kKoMmannaa update-alternatives, ympaBisitorias
CUMBOJIMYECKUMH CCBLIIKAMU, KOTOPBIE UCTIOJB3YIOTCS B PA3JIUYHBIX KOMAH/IaX.

sudo update-alternatives --install /usr/bin/java java /ust/lib/jvm/java-11-openjdk-amd64/bin/java 2
sudo update-alternatives --install /usr/bin/javac javac /usr/lib/jvm/java-11-openjdk-amd64/bin/javac

sudo update-alternatives --config java

Komanza BepHeT nHpopmaimio o BceX yCTaHOBJIEHHBIX MakeTax java. Ternepb MOXKHO
BBIOpATh HOMEP BEpCUU, KOTOpast OyAET UCIOIb30BATHCA 110 YMOIYAHHUIO.

4.1.2.3 Ilepemennas JAVA HOME

sudo update-alternatives --config java

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
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CxonupyiiTe myTh HEOOXOIUMOM BEpCUM ITPOTPAMMBbI U OTKpOITE /etc/environment B
TEKCTOBOM PEIAKTOPE:

sudo nano /etc/environment

JloGaBbTe cleqyIonyl0 CTPOKY B KoHel (aiiyia (3aMEeHHUTE YCJIOBHBIM MyTh K
IIporpamMMe TOJIBKO YTO CKOIMMMPOBAHHBIM MYTEM):

JAVA HOME="/usr/lib/jvm/java-11-openjdk-amd64"

Coxpannte u 3akpoiire ¢ain (Ctrl + O, Ctrl + X). UtoOb1 0OHOBUTH HACTPOWKH,
BBEJIUTE:

source /etc/environment
Vo6enurecs, 4To IIEpEMEHHAs CpeJibl yCTaHOBJIEHA. J1JIsl 3TOr0 BBEIUTE:
echo $JAVA_HOME

Komanzga nomxHa BEpHYTh YCTaHOBIICHHBIA BaMU ITyTh.

4.2 YcranoBka Tomcat 8

4.2.1 Cosmanue noyap3zoBarenas Tomcat

B nmemsix 6e3omacHocTH cepep Tomcat cieayer 3amycKarh ¢ IpaBaMu OOBIYHOTO
nosib3oBaTens (T.e. 0e3 root-gocrtyma). st 3TOro co3mailTe HOBOTO MOJIB30BATEINS U
rpynmy. UtoOsl co3nate rpyrminy Tomcat, BBenure:

sudo groupadd tomcat

[Tocne 3TOro Hy>KHO CO3/1aTh MOJIb30BaTEsl 0MCat, KOTOPBI TOIKEH COCTOSTh B
OJIHOMMEHHOU rpymme. JlomalHuii KaTajaor noib3oBateis — /opt/tomcat (B Hero OyaeT
ycTaHoBiieH Tomcat); obonouka — /bin/false (4ToOObI HUKTO HE MOT OTKPBITh YUYETHYIO
3aIHCh):

sudo useradd -s /bin/false -g tomcat -d /opt/tomcat tomcat

4.2.2 Ycranoska Tomcat

Ha nannbpiit MomentT Tomcat 8 mpoiie Bcero yCTaHOBUTH BPYUYHYIO M3 OWHAPHOTO
penusa. Ha cTtpanulie 3arpy3ku HaliuTe nociaeaHow Bepceuto Tomceat. B paznene Binary
Distributions HaiiauTe cincok Core v CKOMPYHTE CChUIKY Ha tar.gz. [lepeiinure B kaTayior
/tmp Ha cepBepe. DTOT KaTajor IpeJIHa3HauYeH JJIsl BpEMEHHBIX TAKETOB.

cd /tmp

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
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UrtoOs1 3arpy3uth apxuB Tomcat, UCTIONIB3YHTE CIEAYIONTYI0 KOMaHay (IpUBECHHAs
HIKE CCBUJIKA MOKET OTINYAThCS):

curl -0 http://apache-mirror.rbc.ru/pub/apache/tomcat/tomcat-8/v8.5.37/bin/apache-tomcat-
8.5.37.tar.gz

VYcranosute Tomcat B kaTasor /opt/tomcat. Co3aiiTe 3TOT KaTajor U U3BJIEKUTE B
HETO apXUB:

sudo mkdir /opt/tomcat
sudo tar xzvf apache-tomcat-8*tar.gz -C /opt/tomcat --strip-components=1

4.2.3 Hactpoiika mpaB

[Tons3oBaTens Tomcat MOKEH MMETh JOCTYN K ycraHoBke Tomcat. OTkpoiiTe
katajior Tomcat:

cd /opt/tomcat

Haiite monp3oBarento Tomcat mpaBo Ha YTEHUE, 3aUCh M UCIOJHEHHE (HailsioB
BHYTpH Ianku tomcat:

sudo chmod 770 -R /opt/tomcat/*
YcranoBuTe Biajienblia U Tpynmny sl Karajora tomeat:
sudo chown tomcat:tomcat -R /opt/tomcat

Just  ygoOcTBa  aAMUHUCTPUPOBAHUS  J00aBbTE  TEKYIIErOo  IOJb30BaTENS
(informadmin) B rpymy tomcat:

sudo usermod -G tomcat informadmin

4.2.4 Coszmanue daiina systemd

UroOwl 3amyctuth Tomcat kak cepBuC, HYKHO cO3/aTh service-¢ain systemd.
Cepgepy Tomcat Hy>XHO 3HaTh, TJI€ HAXOAUTCS ycTaHOBKA Java. [Tpu HeoOXoAuMOCTH ATO
nyTh MOXHO niepeonpenenuts B JAVA HOME.

Jlns cosmanmst  service-aiima  oTKpoiiTe  tomcat.service B KaTajore
[etc/systemd/system:

sudo nano /etc/systemd/system/tomcat.service

Buecute B daiin ciemyromuii ckpunt, npu Heooxoaumoctu n3menus JAVA HOME;
TaK)K€ MOXXHO H3MEHHUTh HACTPOWKHM pacrpejeiecHus MNaMATH, KOTOpbIe YKa3aHbl B

CATALINA_OPTS:

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
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[Unit]

Description=Apache Tomcat Web Application Container

After=network.target

[Service]

Type=forking

Environment=JAVA HOME=/ust/lib/jvm/java-8-oracle/jre
Environment=CATALINA_PID=/opt/tomcat/temp/tomcat.pid
Environment=CATALINA HOME=/opt/tomcat

Environment=CATALINA BASE=/opt/tomcat
Environment="CATALINA_OPTS=-Xms1024M -Xmx2048M -server -XX:t+UseParallelGC'
Environment='"JAVA_ OPTS=-Djava.awt.headless=true -Djava.security.egd=file:/dev/./urandom'
ExecStart=/opt/tomcat/bin/startup.sh

ExecStop=/opt/tomcat/bin/shutdown.sh

User=tomcat

Group=tomcat

[Install]

WantedBy=multi-user.target

Coxpanute u 3akpoiite (aitn. [Tocae 3Toro Hy>XHO Iepe3anyCcTUTh 1eMoH systemd:
sudo systemctl daemon-reload

Tenepp cepBruc Tomcat roToB k 3amycky. /st 3amycka cepBuca UCIOJIb3yUTE:

sudo systemctl start tomcat

Yo6enurech, 4TO IPH 3aIyCKe HE TPOU3OIIIO OIMIHOOK:

sudo systemctl status tomcat

Jlns oOpaboTku 3anmpocoB Tomcat ucnonszyet nopt 8080. UToObI pa3dioKupoBaTh
TpaduK 3TOTO OPTa, BBEIUTE:

sudo ufw allow 8080

Teneps Opanmmaysp mpomyckaer Tpabuk Tomcat. UToObl MOMYyYHUTH JOCTYH K
CTaHJApTHOM CTpaHULIE CEpBHCA, OTKPOWUTE CCBUIKY: http://server_domain_or_IP:8080.

Taxxe HE0OX0IMMO B HACTPOMKAX CETH W/WJIM Ha JIOKAJIBbHOW MaIlMHEe 00CCIIECUYHTh
JOCTYM K CKaunBaHUI0 (paiiioB (MoayJib/ content) 1o BHEITHEMY aJipecy cTeHaa. Pemaercs
9TO MO0 HA YPOBHE CETEBOTO aIMUHUCTPATOPa, TMO0 TOOABICHHEM BHEIITHETO ajipeca B
¢aitn hosts (He peKOMEHIyeTCs).

4.2.5 Hacrpoiika Tomcat

Jlns u3MeHeHHs TOpTa, Ha KOTOpoM Oyaer pabotarh tomcat, HEOOXOIUMO
OTpeIaKTUPOBATh (paitn server.xml:

sudo nano /opt/tomcat/conf/server.xml

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
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3amensieM nopt 8080 Ha HY»KHBIA HAM MOPT, Hanpumep, Ha 0:
<Connector port="80" protocol="HTTP/1.1"

N oTkpbiBaeM OPT HAPYKY:

sudo ufw allow 80

Ecau HeoOxoamumo, co3maeM Imoap3oBareined Tomceat:

sudo nano /opt/tomcat/conf/tomcat-users.xml

Y 3aMEHsEM cojiepKumoe (aiina Ha:

<?xml version="1.0" encoding="UTF-8"?>

<tomcat-users xmlns="http://tomcat.apache.org/xml"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemal ocation="http://tomcat.apache.org/xml tomcat-users.xsd"
version="1.0">

<role rolename="tomcat"/>

<user username="dms" password="<password_here>" roles="tomcat,manager-script,admin-

script,admin-gui,manager-status,manager-gui"/>
</tomcat-users>

ITepezanmyckaem Tomcat:

sudo systemctl restart tomcat

Takxe MOkHO ocTaBuTh Tomcat Ha mopty 8080, HO nepeHanpaBuTh Tpaduk ¢ 80 Ha
8080

sudo iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-port 8080
sudo iptables -t nat -1 OUTPUT -p tcp -o lo --dport 80 -j REDIRECT --to-ports 8080

Ecnau mb1 cobupaemcs mosydaTth noctyn ¢ Tomcat Manager (Hampumep, ¢ OwIII-
cepBepa), Hy>xHo 3akomMeHTupoBath VALVE B (daiine context.xml, mu6o n1o6aBuTh Tyna
PEryJsipKy, YUYUTHIBAIOIIYIO HAIl ajipec Ouig-ceppepa

sudo nano /opt/tomcat/webapps/manager/META-INF/context.xml

J17is ipusoskeHus He0OXOAMMO BBIIATh MOJIB30BATEIIO TIPaBa U ClIeaTh BIaACIbIEM
71 manku /var/dms (uinm cM. KOHGUTH)

sudo chmod 770 -R /var/dms/*
sudo chown tomcat:tomcat -R /var/dms

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
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4.3 YcranoBka CYBJI PostgreSQL 9.5+

4.3.1 Ycranoska PostereSQL

Jlist yctaHOBKM co3naite (aiinm uctouHuka penosutopust s PostgreSQL c

YKa3aHUEM B HEM BCPCUH OHepaHHOHHOﬁ CHUCTCMbI

sudo sh -c 'echo "deb http://apt.postgresqgl.org/pub/repos/apt/ $(Isb_release -cs)-pgdg main" >
letc/apt/sources.list.d/pgdg.list’

YcraHaBiauBaem H€06XOI[I/IMI)IG KOMITOHCHTHI.

sudo apt-get install wget ca-certificates

waget --quiet -O - https://www.postgresqgl.org/media/keys/ACCC4CF8.asc | sudo apt-key add -
sudo apt-get update

sudo apt-get upgrade

sudo apt-get install postgresql-9.5 pgadmin3

4.3.2 Cosmpanue 0a3nl maHHbiX B PostereSQL

BrImiostHUM KOMaHIbl OT UMEHH postgres
sudo -i -u postgres

3amycTum psql

psql

Co3nmaauM TECTOBYIO 0a3y TaHHBIX U TECTOBOTO MOJIB30BATEINSI C TIOMOITHI0 KOMAaH/TbI
CREATE DATABASE <umsg 01>:

create database dms;
Coznanue nonb3oBatenss CREATE USER nonb3oBatens WITH password 'maposis':

create user dms with password '123';

Brinenenue mpaB ¢ momoibio komanibl GRANT ALL privileges ON DATABASE
umst b/[ TO nmonb3oBaTenb:

grant all privileges on database dms to dms;

Ecnu Heob6xoauMo cjenath 1mojib30BaTelis Cyneproib3oBaTeseM (C paciiupeHHbIMU
paBaMu), UCIOJIb3YEM KOMAH]Y:

alter user dms WITH SUPERUSER;

Jns Beixoma u3 psql ucmonssyiite \q st BeIXO#a U3 MO poStgres MmoJIb30BaTeNs
HCIIOJIb3YUTE exit.

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
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4.3.3 OTKpbITHE BHEMIHETO JIOCTYIIA K CEPBEPY

Bo3MoxHo, moTpedyercs u3MeHuTh pg_hba.conf 1 / uau pg_ident.conf, postgresgl.conf,
9TOOBI pa3pelIuTh BHEITHUHN TOCTY:

sudo nano /etc/postgresql/9.5/main/pg_hba.conf
B KOHIIE (haiijia 1mocJjie JOKaIbHBIX MPaBHII, T00ABbTE:
host all all 0.0.0.0/0 md5

UtoObl pazpemuth postgresql ciaymars Bce aapeca, HECOOXOAUMO H3MEHHUTH (haili
postgresql.conf:

sudo nano /etc/postgresql/9.5/main/postgresgl.conf
Y PaCKOMMEHTUPOBaTh CBOMCTBO listen addresses, moMeHsB ero Ha '*':
listen_addresses = '*'
[Tepesanyctute cepsep b/I:
sudo service postgresql restart
4.4 YcraHoBKa U 00HOBJIEHUE MPUIOKEHUSA

B KOMIIIEKT MOCTaBKYU BXOMST CEeAyIOIINe hailsibl:

ROOT org_struktura.zip - cepBeproe npuiioxenue CUCTEMBI;
client_org_struktura.zip - knueHTckoe npuioxeHue CUCTEMBI,
db_org_struktura.zip - mnpuiokeHHe IS YCTAaHOBKH/OOHOBIICHHS Oa3bl
JIAHHBIX.

4.4.1 OOHOBJIEHHE NPUIIOKEHUSI

OcranasinuBaeM Tomcat:
sudo systemctl stop tomcat

W3Biiekaem HOBYIO Bepcuio mpuioxenuss u3 apxuBoB ROOT _org struktura.zip u
client_org_struktura.zip B coorBerctBytomme manky (ROOT org_struktura wu
client_org_struktura):

sudo unzip /var/dms/distr/ROOT _org_struktura.zip -d /opt/tomcat/webapps/ ROOT _org_struktura

sudo unzip /var/dms/distr/client_org_struktura.zip -d /opt/tomcat/webapps/ client_org_struktura

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
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MeHnsiem rpyriny-Biajaesnblia Juisi HOBbIX (aiiioB Ha tomcat:

sudo chgrp -R tomcat /opt/tomcat/webapps

[Ipn HeoOXOIMMOCTH YyKa3aHHMsS COOCTBEHHBIX HACTPOEK CepBepa CO3/JaeM WM
MeHsieM (haiisr custom.properties:

sudo nano /opt/tomcat/webapps/ROOT _org_struktura/WEB-INF/classes/custom.properties

Bce Bo3MOkHEBIE JJI N3MCHCHUA HaCTpOﬁKH OIIMCAaHbl HUXKC, B PA3ACIIC HaCTPOﬁKa

IMPHUIIOKCHUA.

Coxpansiiite KoH(MUTypallMOHHBIN (haiin  custom.properties T1epen  OOHOBIECHUEM

MIPUJIOKEHNS KAl pa3 IPpU YCTAHOBKE HOBOM BEPCHH.

4.4.2 OOHOBIEeHME 0a3bl JITAHHBIX

N3BnekaeM ckpunT 0OHOBIICHHS O0a3bl JaHHBIX:

sudo unzip /var/dms/distr/db_org_struktura.zip -d /tmp/db_org_struktura
[lepeiinute B AMPEKTOPUIO, B KOTOPYIO U3BJIEKIIN (Paiiabl U3 apXUBa:
cd /tmp

3anyctute (aiin update.sh:

Jupdate.sh

ba3a naHHBIX 1OJKHA yCIIEUTHO OOHOBUTHCH.

4.4.3 3anyck HOBOW BEPCHHU IIPUIIOKEHUS

3anmycTtuTe cepBuc tomcat

sudo systemctl restart tomcat

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
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4.5 Hacrpoiika npuJI0KeHUus

Bce Bo3MOXkHBIE IS 3aJjaHUA  HACTPOWKM, KOTOphIE MOXHO 331aTh B
KOH(UTYpaIOHHOM (paiisie, mepeuncaeHbl HIKE.

4.5.1 Hacrpoiiku coenmHenus ¢ 0301 JJaHHBIX

Hactpoiiku koHpuryparmonsoro ¢aiia 3aBUCIT OT UCHOJIb3yeMOW 0a3bl JaHHBIX.
Hwxe npuBeaensl HacTpoiiky 115 6a3bl Postgre SQL.:

#jdbc driver for selected database

jdbc.driverClassName=org.postgresql.Driver

#jdbc connetion url for selected database

jdbc.url=jdbc:postgresql://95.213.206.108:5432/dms

#database user name

jdbc.user=dms

#database user password

jdbc.password=123

#hibernate dialect to be used, depends from selected database

hibernate.dialect=ru.dms.core.commons.hibernate.CustomPostgreSQL9Dialect

#hibernate configuration that depends from selected database, quotation for identifiers (false for
PostgreSQL always) and policy for id generation (false for PostgreSQL always)

hibernate.globally_quoted_identifiers=false

hibernate.id.new_generator_mappings=false

#jdbc connetion url for quartz database, can be same as jdbc.url

jobs.quartz.dataSource.URL= jdbc:postgresql://95.213.206.108:5432/dms

#quartz database user name

jobs.quartz.dataSource.user=dms

#quartz database user password

jobs.quartz.dataSource.password=123

#quartz database jdbc driver

jobs.quartz.dataSource.driver=org.postgresqgl.Driver

#quartz database jdbc driver deligate

jobs.quartz.dataStore.driverDelegateClass=org.quartz.impl.jdbcjobstore.PostgreSQLDelegate

Bl MokeTe mepeonpeneauTs a00oe u3 cBocTB. Hampumep, maisa 3aganust UMEHH
MoJIb30BaTels 6a3bl JAHHBIX BBl IOJDKHBI 3a1aTh Tapametp jdbc.user.

4.5.2 Tlapamerpsl pa3BepPTHIBAHUS

B mapamerpax Huxe ykaszats [P-anpec BeO-cepepa:

#external url of application (used by users)

web. client_org_struktura.application.url=http://95.213.206.108/c3/#
#API external url
deployment.api.external.url=http://95.213.206.108/

#Installation owner: R

deployment.owner= R

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
OpPraHU3aLMOHHON CTPYKTYPBI C Y4ETOM UEPAPXUU ITOJYMHEHHOCTH. 18



AO «ITaHOpama»

Ten.: +7 495 150-80-80

Iloura: info@digitalpanorama.ru

Anpec: Mocksa, bonbuioit Cyxapesckuii nep., 21¢2

[ nan

4.5.3 Hacrpoiika CBOWCTB 0€30aCHOCTH

#allowed authentication providers for installation (LOCAL)
auth.provider=LOCAL

#expiration time for refresh token (5days in example)
token.refresh.expiration=P5D

#expiration time for authentication token (4hours in example)
token.access.expiration=PT4HOOM

#access token issuer (app address usually)
token.access.issuer=https://skd.digitalpanorama.ru/
#access token secret key (plain format in example)
token.access.secret=plain:gY+SsppAVnqgqiCBAVNgXRSEtKreMOiMt6NdFSjUeMI4=
#files download token expiration time (2minutes in example)
token.download.expiration=PT2M

4.5.4 Hactpoiika mapamMeTpoB HOAKIYeHUI K cucteme DJ1O

Hactpoiite mapametpnl noakiroueHus k cepepy Omneparopa 3/10, ecnu TpedyeTcs:

#EDO exchange properties

edo.base.url=https://eds-pro-stable.ft-crypto.ru
edo.service.url=https://eds-pro-api-stable.ft-crypto.ru/api/ExchangeDocument
edo.service.login=<edoLogin>

edo.service.password=<edoPassword>

4.5.5 Hactpotika pacnoyucanus BEIIOJHEHU POHOBBIX 3a/1a4

#background tasks schedule configurations in cron format
#EDO messages receive schedule
cron.edo.messages.receive=0 */1 * * * ?

#send messages to EDO schedule
cron.edo.messages.send=30 */1 * * * ?

#EDO messages process schedule
cron.edo.messages.process=45 */1 * * * ?

#auto complete document events job schedule
cron.execution.documents.events.execute=0 151 * * ?
#sending of pending outgoing email messages
cron.email.outgoing.send=0 * * * * ?

#delete old EDO outgoing messages schedule
cron.edo.outgoing.messages.delete=0 20 1 * * ?

#delete old EDO incoming messages schedule
cron.edo.incoming.messages.delete=040 1 * * ?

#finalize single side contract terminations after settlement period
cron.contract.termination.finalize=0 251 * * ?

#remove old system logs (more than 3 days)
cron.system.logs.delete=00 4 * * ?
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4.5.6 Hacrtpolika MoaKIIOUYEHNU K XPAHWIHITY JUIs (hailJioB

B mapamerpax HmKe yKazaTh aJpec cepBepa W MAaNKy IS XPaHCHUs
MOJTB30BATEIBCKUX (haiiIIOB:

#full path to folder for uploaded files

local_storage.base_directory=C:/dms_storage

#base url for files download (content module deployed in tomcat is used in example, nginx
configuration is possible and recommended for production)

secured_link.base_url=http://95.213.206.108/content

#secret word for secured link generation in application and reading in files server (secured link
module for nginx or content module for tomcat)

secured_link.secret=secret

4.5.7 Hacrpoiika noakiroueHus kK SMTP-cepsepy

B mapamerpax Hmke ykazaTh mapaMmeTpsl nonkioueHus k SMTP-cepsepy mis
OTIPABKH MTUCEM:

mail.transport.protocol=smtp
mail.smtp.auth=true
mail.smtp.starttls.enable=true
mail.smtp.host=smpt-server-url
mail.smtp.port=25
mail.smtp.user=SMTP-login
mail.smtp.password=SMTP-password
mail.debug=true
mail.from=mail@domain.ccc
mail.batch.size=500

4.6 TIpoBepka J0CTYNHOCTH MPUJIOKEHUS

ITocne HacTpoiiku cepBepa U YCTAHOBKH MPUIIOKEHUS HA HEM, CIENIATh:

1. OTkpBITH Opay3ep

2. BBecTu cchUTKy Ha YCTaHOBIICHHBIN BhIIIE BeO-CEPBED;

3. Y6eautnces, 4To Ha dKpaHe 0ToOpa3uiiach CTpaHUIlA BXO/Ia;

4. BBecTr npou3BoJIbHBIE JIOTUH U NIAPOJIb;

S. YOenuThesi, 4TO HAa PKpaHe OTOOpa3UIach CTpaHUIlA JIOTUHA U COOOILCHHE

(HeBepHoe nMsa nonb3oBaTens UMM NaponsL».

NucTpykuusa mo yctaHoBKe Mopyinsi ympaBi€HHS POJIEBOM MOJEIBI0O B paMKax
OpPraHU3aLMOHHON CTPYKTYPBI C Y4ETOM UEPAPXUU ITOJYMHEHHOCTH. 20



